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“Federated Learning for Effective Intrusion Detection 
System in IoTMobile Attacks”

Recently, recurrence neural networks have been used in different IDS based on anomaly-
detection techniques. Lately, Malhortaet.al in [4] apply Long Short-



“Federated Learning for Effective Intrusion Detection 
System in IoTMobile Attacks”

weights and send to the central server [5]. The updates from all mobile devices across the 
network is averaged by the central server and the improved model will be sent to the mobile 
devices for the next iteration (Fig. 2). The key point in FML is that all the training data 
remains on mobile devices which preserve the privacy property as well.

In this project, we aim to use FML to develop a global machine learning based IDS model 
from many 





“One size fits all? An IS use model of Cybersecurity”

SaurabhGupta, Ph.D., Professor of Information Systems
Adriane Randolph, Ph.D., Professor of Information Systems

HumayunZafar, Associate Professor of Information Security and Assurance

The rapid transformation of critical organizational information to the digital format has 
drastically increased the importance of information security (Moody, Siponen, & Pahnila, 
2018), with expected spending to reach $133.8 billion in 2022 (IDC, 2019). However, despite 
the increase in spending on organizational initiatives to secure information, security 
incidents continue to occur, and their damaging effects continue to increase (Ab Rahman & 
Choo, 2015; Safa, Von Solms, & Furnell, 2016; Willison & Warkentin, 2013).

A key organizational mechanism used to manage IT security relates to security policies and 
procedures. Such procedures then to very prescriptive and assume all individual use of 
technology to be similar. However, recent research in information use identifies three clear 
and distinct types of IT use depending of 







Benefits of the research

The research provides three key benefits.

a) It provides evidence regarding the dark side of attacks i.e. provides evidence of 
where IT attacks should be done. We hypothesize that attacks on novel IT use tasks 
are likely to be more successful. We are seeing some of this with recent reports of 
researchers being targeted.

b) It provides guidelines to security designers on where to focus their efforts on. The 
key component here is that they need to focus on different IT use types to design 
their security policies rather than treating as “one size fits all”

c) Finally, the research provides guidelines to practice in terms of application design. 
Depending on the outcome of the study, one of the types of use should be done in a 
higher secure setting than others.

In terms of theory development, this study has the potentalof moving beyond attitude-
based models of IT security to a cognitive load model. This can then influence training as 
well as other knowledge mechanics used by practice.

“One size fits all? An IS use model of Cybersecurity”



“Building Containerized Services with Security Assurance 
in the Edge Infrastructure”

Kun Suo, Ph.D., Assistant Professor, Department of Computer Science
Yong Shi, Ph.D., Associate Professor, Department of Computer Science

Overview:

1. Traditional virtualization technology 

Virtualization technology is one of the most important technical means to realize the full 
utilization, reasonable allocation as well as effective scheduling of hardware infrastructure 
resources in today’s datacenters. For example, in a typical Infrastructure as a service (IaaS) 
based on OpenStack, the cloud service providers can virtualize the underlying resources 
such as servers, storage, and networks and build a cluster resource pool to provide elastic 
services to tenants. Traditional virtualization technology adopts virtual machines (VM) as the 
unit. Each VM has an independent operating system kernel and does not share software 
stack with other VMs on the same host. Therefore, it has good isolation and is suitable and 
secure for multi-tenant scenarios in a cloud environment.

2. Containers and containerized services

In recent years, as a lightweight virtualization technology, container [11] is becoming 
increasingly popular as it packages applications and necessary execution environments into 
images such that containerized applications and services can run independently on the 
physical or virtual hosts, and migrate easily across the machines. Compared to the 
traditional application development and deployment, containerized services do not need to 
consider the compatibility of execution environment.  Different from hardware virtualization, 
container virtualizes the resources at the operating system level and multiple virtualized 
environments can run on the host kernel, which achieves higher efficiency and resource 
utilization.

With the advent of 5G era and Internet of everything, including smart cities, smart 
transportation, smart homes, etc., tens of billions of devices will access to the network and 
generate massive of data. The traditional cloud is difficult to meet the new demands of large 
bandwidth, low latency, and massive connections in the new era of the Internet of Things 
(IoT), and the edge computing emerges. Due to its lightweight, lightning startup and 
portability, containers are widely adopted to suit various edge computing scenarios.
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3. Container virtualization security risks

Compared with traditional virtual machines, containers do not have completely independent 
software stack and do not achieve isolation at the operating system level. Therefore, there 
exist security risks caused by incomplete resource isolation and insufficient resource 
restrictions, especially for the untrusted workloads. Because the container shares hardware 
resources, e.g., CPU, memory, and disk space with the host, and container runtime such as 
Docker does not have a default limit on the resources used by containers, the host or other 
containers might have denial of service (DoS) if a single container exhausts the host 
computing or storage resource, such as idle CPU time and free memory. Here we list some 
examples of DoSattacks on container virtualization:

3.1. Computational DoSAttack on Container
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3.4. Network DoSAttack on Container

Due to its unique network virtualization, container networks face different security risks 
from DoSattacks than traditional networks. The containers on the same host form a local 
area network (LAN). Therefore, the hacker can launch a DoSattack, such as ARP spoofing, 
sniffing, broadcast storm, from one container 
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4.2. Idea 2: Container Resource Isolation and Limitation
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proposed optimizations of container runtime for improved security. For instance, Google has 
proposed gVisor[9], which isolates non-secure system calls by implementing independent 
user-mode kernels to recapture and proxy all system calls for applications. However, 
compared to the traditional OS containers, its application compatibility and system call 
performance is much worse. Another representative solution is microVM, which is a 
lightweight and simplified solution of traditional virtual machine. Due to the complete kernel 
inside, it has high application compatibility. Nevertheless, the cost are its higher overhead 
and relatively slow startup speed compared to the Docker containers. We plan to design a 
lightweight container resource monitoring system to trace the utilization at real time. We 
also plan to characterize the existing solutions and propose new designs to address the 
overhead of secure container runtime.

5. Summary

Compared to traditional virtualization, containers are much more agile and lightweight as 
the cloud infrastructure, which is irreplaceable in promoting IoTand edge computing 
applications. However, despite for the high efficiency, container also has significant flaws on 
security such as resource isolation. As the 5G, high speed network, and IoTbecome more 
popular, the study of container security is becoming increasingly important. In this project, 
we try to explore the possible solutions to improve the security of the containers and 
propose our ideas to advance the reliability of the containerized application infrastructure.
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“IoT-related Attack Platforms”

XiaohuaXu, Ph.D., Assistant Professor, Department  of Computer Science
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Task 1: Design jamming-resistant communications via the MAB framework. 

We plan to conduct testbed experiments. We will deploy a testbed which consists of several 
nodes and one access point. We connect all smart devices to form a home area network via 
Bluetooth. We then test the performance of the proposed methodologies in this testbed.

Task 2: Testbed setup and performance evaluation. 

To simulate a 5G network, we construct a 5G network with different system parameters. 
Under such setting, the simulation results will be used to verify the validity of our analytical 
models, so that we can predict the performance of our system in a real-world application.

The next step will be to implement our system and evaluate it in practice. we will deploy a 
testbed will consist of several real links. We will study different scenarios and evaluate the 
performances. The initial testing will be performed by bringing a couple of devices close to 
each other and verifying the correctness of the 5G communications. We then deploy the app 
on multiple devices (PI and research students) and experiment in an actual 5G environment. 
We �Á�]�o�o���š���•�š�����]�(�(���Œ���v�š���•���Z�����µ�o�]�v�P�����o�P�}�Œ�]�š�Z�u�•���]�v���š�Z�]�•���‰�Œ�}�i�����š�����v�����.�v�����š�Z�����•�µ�������•�•�������š�����Œ���š�������v����
the energy consumptions. We will consider several metrics such as the total throughput in a 
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Methodology

Given a set of communication links in a two-dimensional plane, each link has a sender and a 
receiver. At each time, each link is associated with a channel state for transmitting along this 
link considering the possible jamming attacks. The channel state space of each links is {good, 
bad}. Assume time is divided into time-slots. The channel state of each link evolves 
independently and stochastically across time-slots.

Let ri be the bandwidth of the channel associated with the link i. If a link transmits without 
interference along a channel which is in a good state, a throughput of ri is obtained. Assume 
that the complete state information of each channel is not known. The state of each link can 
be estimated by exploiting the memory along with feedbacks from the activated channels.

We propose a method where the scheduler maintains a variable �‹i[T] for each 
communication link. �‹i[T] �]�•�������.�v���������•���š�Z�����‰�Œ�}�������]�o�]�š�Ç���š�Z���š���š�Z�������Z���v�v���o���(�}�Œ���o�]�v�l��i is in the 
good state at time-slot T . The accurate channel state is revealed only after the data are 
transmitted. If each channel has a stronger potential to stay in its previous state than to 
jump to another, then this scenario is called positive auto-correlation of state evolution. This 
scenario occurs when �ri �=���ti < 1 for each link i. Otherwise, the scenario is called negative 
auto-correlation of state evolution and occurs when �ri �=���ti�H���í��for each link i. The system 
starts to operate from time-slot T =0. Each link has an initial state of either good or bad. We 
�����.�v���������•���Z�����µ�o�]�v�P�����o�P�}�Œ�]�š�Z�u�����•���•���o�����š�]�v�P�������•�µ���•���š���}�(���o�]�v�l�•���š�}���‰�o���Ç���������Z���š�]�u�����}�À���Œ���š�Z�����]�v�.�v�]�š����
horizon. For an algorithm, let ai[T ] denote whether link i is scheduled to transmit (ai
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generality, we assume a range space [0, 1]. At each decision period n, denote In as the arm 
chosen to observe. The expected regret can be expressed as

where the expectation is taken with respect to random realizations of the M dynamic 
processes. Our goal is to select In at each time period to bound the expected regret as n
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The leading PI Xu is currently managing a lab with two graduate research assistants. The 
project will provide opportunities for involving undergraduate and graduate students to 
participate in research activities including methodology design, testbed implementations, 
experiments, and mobile application development.

We encourage and support female and minority students to participate in research and 
professional organizations and will continue to do so. We encourage them to attend 
academic conferences, to present research, and network with other researchers. Dr. Xu has 
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Specific security bugs (e.g., data leakage through inter process communication). FlowDroid
[13] and Droidsafe[14] are two popular static analysis tools for Java-
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The flaw detection accuracy is vital for any newly developed Code Analysis tool assessment. 
A tool may miss a true flaw and in some other cases it may mislead developers with fake 
flaw reports. A False Negative (FN) indicates an overlooked vulnerability and a tool fails to 
identify or detect a serious security threat. On the other hand, a False Positive (FP) indicates 
that a tool falsely identifies acceptable pattern as a security flaw, which misleads or confuses 
users or result in unnecessary development delay. We plan to assess the effectiveness of our 
implemented tool using FN and FP. We expect our developed tool to have close to zero FN 
while the least FP rate (e.g., <3%). We plan to use a benchmark dataset (Contagiodump[3]), 
which includes 1260 samples of malware, spyware and adware applications. To collect 
samples of benign (good) apps, we will crawl Google Marketplace. The developed hands-on 
labware will be integrated into security related course (e.g., IT4863, IT6533) in Fall 
2020/Spring 2021; and we plan to assess the effectiveness of the resources using pre- and 
post-lab surveys. The responses will be collected in a scale of 1-5 [5: Strongly agree, 4: 
Agree, 3: Neutral, 2: Disagree, 1: Strongly disagree], and analyzed. Open-ended questions 
will also be asked to collect students’ comments and suggestions toward the tool and the 



“Collaborative Guided Learning Pedagogy for 
Information Security Topics”

Xin (Shirley) Tian, Ph.D., Assistant Professor, Department of Information 
Technology

ZhigangLi, Ph.D., Assistant Professor, Department of Information Technology

This project aims to develop a repository of instructional materials and assessment tools 
related to information security using a collaborative guided learning pedagogy. Each of 
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years, this guided collaborative learning process has been introduced to the field of 
computer science education to help students develop professional skills and prepare them 
for team-based upper level courses such as capstone courses [8]. [8] also suggest that the 
challenges, choices, options and approaches vary based on the class size, class modes, 
background of students, and the instructor preference. In a most recent study, [9] conducted 
interviews with instructors who adopted 
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information security related topics. This includes the evaluation of students’ 
understanding of the topics, attitude, motivation, etc.

The above figure is a graphical representation of the iterative process detailed earlier. This 
process will kick start in July 2020 with an initial implementation of the collaborative guided 
learning pedagogy in an information security course in Fall 2020. Further materials 
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Assessment of Student Learning

To test the effectiveness of the collaborative guided learning pedagogy on information 
security related topics, we will assess student learning outcomes, learning experience, 
student attitudes and motivations in the courses that use the developed instructional 
materials and assessment tools. At the beginning of the semester, each student will 
complete a pre-survey asking about their demographic information, their background in 
information security, prior knowledge of security topics to be introduced. Students will then 
complete the learning activities as teams during the semester. At the end of the course, 
students will be given a post-survey to test their knowledge of the security topics 
introduced, their learning experience with the teaching method, their attitudes and their 
motivation in learning the topics.
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“Privacy Protection among Three Antithetic-Party for 
Context-Aware Service”

Yan Huang, Ph.D., Assistant Professor, Department of Software Engineering and 
Game Development

DonghyunKim, Ph.D., Associate Professor, Department of Computer Science

Thanks to the rapid development and popularity of context-aware services, such as 
recommendation, navigation, and social network, individuals' lives have become more 
comfortable and convenient than ever before. We can use Yelp to find a popular restaurant, 
use Facebook to keep up with our friends, and use Google Map to find the way to a 
destination. When enjoying such personalized services, end-users need to provide 
service/application platforms with personal data, e.g., locations, weights, ages, and incomes. 
Unfortunately, there is a paradox between service quality and privacy protection level. On 
one hand, more personal data is needed if we ask for higher quality of service, resulting in 
that more private/sensitive information could be inferred from our submitted data. On the 
other hand, end-user’s privacy protection setting, and corresponding policies are influenced 
not only by platforms but also by adversaries because end-users' personal data may be 
revealed via data sell, malicious attacks. Users are suffering joint threats of privacy leakage 
from untrusted platforms as well as adversaries, which can be described in Figure 1. 

There is no doubt that, in the era of information, the collection and the use of personal data 
are major privacy concerns for end-users, and such concerns only grow over Figure 1. 
Structure of Three-Party Game Model time. Thus, the ongoing progress of context-aware 
services, the increasingly serious privacy leakage, and the growing privacy concern together 
make data privacy preservation imperative for users.
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lifecycle of the series has received only scant attention. 
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Our research will endeavor on overcoming the above challenges is briefly introduced as 
follows. Firstly, in our game model, the three parties are linked by elaborately quantifying 
their concerns and mutual interactions such that they are inseparable. Secondly, based on 
our game model, a profound theoretical analysis will be performed to rigorously prove the 
optimal strategies of the three parties, including the optimal data release granularity for the 
end-user. Finally, simulations with real datasets will been well conducted under various 
settings to validate the effectiveness of our proposed game model.

Currently, we have proof the Nash Equilibrium exist in the general three party game scenario 
and also validate that with simulation results as shown in Figure 3. It shows how end-users 
and platforms utility change with their strategy changes. We can see that the optimal utility 
exists for both end-users and platforms. Therefore, the Nash Equilibrium exists in the 
proposed game model. In the future work, we want to improve the formulation accuracy 
and facticity of the interactions among three parties. Besides, we will dig into some real 
scenario to make the proposed framework more realistic and practical.
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“Promoting Information Security Policy Compliance –
An Action Research Enabled Empirical Study”

There are many factors in an organization that could impact information security 
compliance, such as the industry the organization is in, the type and size of the organization, 
and management style and the culture of the organization, etc. A unified information 
security compliance model is still applicable as there are also many common attributes 
across organizations, and such a model can be easily adopted by industry practitioners. 
However, we argued that the most effective method in promoting security compliance in a 
given organization is an approach specifically designed for the organization. Action research, 
a clinical method that enables theory refinement in practice and solves organizational 
problems through research (Baskerville 1999, Baskerville and Myers 2004), is an ideal 
method for apply information security compliance theory/model in an organization. 
Grounded in action research and inspired by Moody et al. (2018)’s research, we propose a 
customizable framework for promoting information security compliance in a given 
organization (see figure 2).
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